SoundSentry™

SECURE MEETING ROOM SOLUTIONS
USE CASES

SoundSentry™ is fully scalable to accommodate
a range of environments.
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SECURE

MEETING ROOM WIRING DIAGRAM
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SECURE
HUDDLE ROOM

Manage power

. delivery to perfpheral
Huddle rooms are designed FEUSAEEE
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SECURE

HUDDLE ROOM WIRING DIAGRAM

MEETING ROOM DISPLAY
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SECU RE Manufactured under

asecure TAA/BAA

BASIC EXECUTIVE OFFICES compliant supply chain

Manage power
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SECURE
BASIC EXECUTIVE OFFICE WIRING DIAGRAM
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Manufactured under
asecure TAA/BAA

SECURE
STANDARD EXECUTIVE OFFICE

compliant supply chain

Manage power
delivery to peripheral
media devices

Designed for versatility, the
senior executive office's core
features introduce serious
security flaws.

Support for simultaneous inputs
from a guest, the executive, and
classified network devices
creates a direct path for
malware and data breaches.
Likewise, its Videobar and
dedicated peripherals are prime
targets for exploitation.
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SECURE

STANDARD EXECUTIVE OFFICES WIRING DIAGRAM
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SECU RE Manufactured under

asecure TAA/BAA

SENIOR EXECUTIVE OFFICE compliant supply chain

Enable or disable
power delivery to

peripheral devices

Blending a private workspace

Smart Power Port

The Videobar Diode

with a meeting room, the Asecure KVM switch Video Streamer — P'O‘?:;:, f:;:ﬂ?bﬂ
executive suite’s design prevnts ross talkbetween ust-ChYM Cabe < MNe — S—

creates vulnerabilities. The GemMf";gg;gf;KVMSW"CD % ' C: Trevents saploy-storoger
executive works on private o | K% 3 Wdeo’wm
displays while guest content is =

presented, creating a high-
value target for attackers. The
guest connection, displays, and
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vectors for malicious code
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executive's private screens,
and eavesdropping on
confidential conversations.
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SECURE

SENIOR EXECUTIVE OFFICE WIRING DIAGRAM
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SECU RE Manufactured under

asecure TAA/BAA

B OA R D RO O M compliant supply chain

Manage power
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SECURE

BOARD ROOM WIRING DIAGRAM
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SECURE CONFERENCING Manufactured under

asecure TAA/BAA

SYSTEM W/ INTERNAL CLIENT compliant supply chain

A secure KVM switch Manage power

delivery to peripheral
media devices
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Modern meeting rooms rely on prevents cross-talk betuween
commercial conferencing systems

that include an embedded
computing client — and this clientis
often the weakest point in the
entire environment. With active
internet access and unrestricted
connectivity to displays, and
multiple host devices, it becomes a
high-value target for attackers.
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SECURE CONFERENCING SYSTEM

W/ INTERNAL CLIENT WIRING DIAGRAM
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USE CASE OVERVIEW

. R Standard Senior Videobar
Description M:::::g Hnl:lan‘e Executive Executive Executive Boardroom w/ Internal
Office Office Office Client
CPN35428 FFX8RS-NN RS232 switcher 8 ports 1 1 2 2 2 1
CPN35322 FS1MUSB2 Video bar diode USB 2.0 mountable 1 1 1 1 1 1
CPN35435 PDUIOTC Managed power port 2 2 1 2 2 3 1
CPN33179 SX42PHU-4X Meeting room advanced 4:2 matrix, secured 1 1
CPN33181 SX42PHU-NX Meeting room advanced 4:2 matrix, Commercial
CPN37155 FKCE11UC60-N USB-C extended doc Tx+Rx 1 1 1 1 1
CPN31361 WR80PC-4 8P Programable RGB Remote Control 1 1 1 1 1 1
CPN19263 SX42PHU-4 Secure mini MTX 1 1
CPN30833 UK12PHC-N USB-C Docking station 1 1 1 1 1
CPN24279 DCBLN12CCL Cable bump DH 1 1 1
CPN20663 FV1MH-M Secure 1-Port videoisolator HDMI 1 1 1 1 1 1
CPN22569 FA10BC-4 AD USB to Analog with Mic. and Cam. 1 1 1
CPN28270 PV12PH-N 2 Ports Video Splitter 1
HiraighdecLahs
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https://il.linkedin.com/company/high-sec-labs-ltd.
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