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WHAT IS A SECURE KVM?

hǾŜǊǾƛŜǿ I{[Ωǎ ǎŜŎǳǊŜ
KVM security and
product highlights.2

WHAT IS A KVM?

wŜǾƛŜǿ ŜƴŘ ǳǎŜǊΩǎ ǳǎŀōƛƭƛǘȅ ŎƘŀƭƭŜƴƎŜǎ
in multi-computer environments.
Explain what is a KVM and review the
KVM benefits.
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The Challenge of Working with Multiple

Computers
Users whose work requires immediate access to multiple 

computers, like those in the government, military, and 

financial sectors, have a problem. 

What problem? 

They need to juggle between multiple sets of keyboards, mice, 

and displays - every time they want to change to a different 

computer. 

LǘΩǎ ŎƻƴŦǳǎƛƴƎΤ ǘƘŜȅΩǊŜ ƴŜǾŜǊ ǉǳƛǘŜ ǎǳǊŜ ǿƘŜǘƘŜǊ ǘƘŜȅΩǊŜ 

switching to the computer they want to control.

LŦ ǘƘŀǘΩǎ ƴƻǘ ŜƴƻǳƎƘΣ ǘƘŜ ƳǳƭǘƛǇƭŜ ǎŜǘǎ ƻŦ ƪŜȅōƻŀǊŘǎΣ ƳƛŎŜΣ ŀƴŘ 

displays take up valuable space on their desktop. Clutter.

THE NEED
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What is a Keyboard-Video-Mouse (KVM) Switch?
A KVM switch shares one set of peripherals: keyboard, 

display, mouse, audio, and USB, between all connected computers.

So, now users only need a singlekeyboard and mouse 

to control all their computers - freeing up their desktops 

from the clutter of multiple peripherals

THE SOLUTION
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PRODUCT CONNECTION DIAGRAM

Simple Set Up 
To set up the KVM, connect:

Å PCs to the computer/source ports: 
/ƻƴƴŜŎǘ ŜŀŎƘ ŎƻƳǇǳǘŜǊΩǎ ŘƛǎǇƭŀȅΣ ¦{.Σ ŀƴŘ ŀǳŘƛƻ ŎŀōƭŜǎ ǘƻ ǘƘŜ 
Y±aΩǎ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ŎƻƳǇǳǘŜǊ ǇƻǊǘΦ

Å Peripherals to the console ports: 
Connect the monitor, keyboard, mouse,
speaker/headphone, and authentication
device (such as a smart-card reader) to 
ǘƘŜ Y±aΩǎ ŎƻƴǎƻƭŜ ǇƻǊǘǎΦ

6



HSL KVM SWITCHES

WHAT IS A SECURE KVM?
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THE NEED FOR A SECURE SOLUTION

When is a Secure KVM Needed?
When users who connect multiple computers of 
different classification networks or to the Internet 
- through the KVM - they are at risk. 

Why? Because most computer peripherals have no 
security mechanisms whatsoever to assure no data 
leaks between connected computers. 

So, ǘƘŜȅΩǊŜ ǎǳōƧŜŎǘ ǘƻ Řŀǘŀ ƭŜŀƪŀƎŜΣ ǎƛƎƴŀƭƛƴƎΣ ŀƴŘ 
malicious code attacks by hackers.

The National Information Assurance Partnership 
(NIAP) provides the official standard for sharing 
peripherals between computers, while keeping the 
highest possible data separation security. 

And HSL meets the NIAP standard with its SECURE
line of KVM switches that ensure securely sharing 
peripherals.
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KVM PRODUCT
HIGHLIGHTS EXPLAINED 

Product highlights 
explained in detail.

3

9



HSL KVM SWITCHES

LIST OF FEATURES
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Feature Commercial KVM Secure KVM

Smoothly Switch Between Computers V V

Interchangeable KVM-to-KM Functionality V V

View Applications in Ultra High Definition (UHD) 4K Video Quality V V

Copy & Paste V U

Super Speed USB 3.0 Ports V U

Freeze Audio V U

Freeze USB V U

Secure Peripheral Sharing 
(NIAP/Common Criteria PP3.0 Certification)

U V

Filter USB (fUSB) Peripherals U V

Freeze Filtered USB (fUSB) U V

Avoid Typing Mistakes U V

Auxiliary Front Panel (optional) V V
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SMOOTHLY SWITCH BETWEEN COMPUTERS
(VIRTUAL DISPLAY TECHNOLOGY)

Intuitively Switch Between Displays
¢ƘŜ Y±aΩǎ ±ƛǊǘǳŀƭ 5ƛǎǇƭŀȅ ¢ŜŎƘƴƻƭƻƎȅ ŜƴŀōƭŜǎ ǳǎŜǊǎ ǘƻ 

automatically switch control from one computer to 

another, by sliding the mouse cursor over the 

ŎƻƳǇǳǘŜǊΩǎ ŘƛǎǇƭŀȅ ōƻǊŘŜǊΦ 

This eliminates the need to press the front-panel 

buttons.

The other shared peripherals (keyboard, audio, USB) 

switch to the next computer, once the mouse cursor 

passes the display border. 
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